A Weyerhaeuser Vendor VPN

NEW VPN CLIENT FOR VENDORS (UNMANAGED
DEVICES): GLOBALPROTECT BY PRISMA
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What to expect:
The following is required to connect to Global Protect agent

e Vendors with devices not managed by Weyerhaeuser IT will be required to use Azure
MFA when connecting to GlobalProtect VPN.
o If a contractor has not previously enrolled in Weyerhaeuser Azure MFA, they
can do so here: https://aka.ms/mfasetup.

e After connecting to GlobalProtect, the contractor will be prompted for MFA while
working from their home office, public Wi-Fi, or even wireless hotspot.

e The contractor will notice a small globe icon in your system tray after downloading
and installing the GlobalProtect client. If the icon is greyed out this means
disconnected, and blue means connected.
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Action required:
e What is required of you?

o The contractor needs a Weyerhaeuser domain account created. If this is for
an existing contractor, skip this step.

o Manager of contractor should request access to Secure Remote Access -
Contractors (Unmanaged) group via IAM.Weyer.com for the specific
contractor that needs remote access.

o Download and Install GlobalProtect client using a web browser and navigating
to wyvendor.gpcloudservice.com.

= Tologin, you will need to enter your Weyerhaeuser username and
password to download and install the client. When you login with your


https://aka.ms/mfasetup

username to download the agent the username is

CORPID@weyerhaeuser.com.
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o Connect to GlobalProtect using the Portal Address:
wyvendor.gpcloudservice.com.
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1) Verify the Global Protect agent is
connected by looking at the small
globe icon located in your system
tray
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2) If the Global Protect icon is grey
double-click on the icon and 4% paloalto’ = GlobalProtect
choose “Connect”
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More Information:
Please utilize the IT Service Portal - Cherwell or the IT Service Desk at 877-924-7373 for
support with GlobalProtect for VPN.



https://weyerhaeuser.cherwellondemand.com/CherwellPortal/IT?_=6c051f4b#0

